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-}, Chapter 4: Network layer

Chapter goals:

= Understand principles behind network layer services
* Network layer service models
« Forwarding versus routing
* How a router works
* Routing (path selection)
« Dealing with scale
« Advanced topics: IPv6, mobility

» |nstantiation, implementation in the Internet
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-}, Chapter 4 outline

= 4.1 Introduction = 4.4 Routing algorithms
= 4.2 What's inside a router * Link state
= 4.3 IP: Internet Protocol » Distance vector
« Datagram format  Hierarchical routing
* |Pv4 addressing = 4.5 Routing in the Internet
* ICMP  RIP
* |[Pv6 « OSPF

« BGP
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-} Network layer

* Transport segment from
sending to receiving host —

= On sending side encapsulates ke

data link

segments into datagrams physical pRr T
- 0 . de. deli data link |©~ | physical data link
n rcving side, delivers physica hysical
segments to transport layer ﬂ
] 000 n data _Iink
= Network layer protocols in Py N deva nk
every host, router physical

= Router examines header fields
In all IP datagrams passing
through it

data link
physical

application
fransport

& data link
g physical
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-}, Two key network layer functions

= Forwarding: move
packets from router's  Analogy:
iInput to appropriate
router output

7 Routing: process of
planning trip from

= Routing: determine source to destination
route taken by packets
from source to
destination

3 Forwarding: process
of getting through
single interchange

* Routing algorithms
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:E'j}/\ Interplay between routing and forwarding

routing algorithm

local forwarding table
header value |output link

0100 | 3
0101 | 2
0111 | 2
1001 | 1

value in arriving

packet’s header;
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-}, Datagram networks

= No call setup at network layer
= Routers: no state about end-to-end connections
* No network-level concept of “connection”

» Packets forwarded using destination host address

« Packets between same source-dest pair may take different
paths

application

Yransport
transport

data link |l 1. Send data

physical | B B

data link
physical |

2 Receive dat
B |
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:%//\ Forwarding table 4 billion
/ possible entries

Destination Address Range Link Interface

11001000 00010111 00010000 00000000
through 0
11001000 00010111 00010111 111112111

11001000 00010111 00011000 00000000
through 1
11001000 00010111 00011000 11111111

11001000 00010111 00011001 00000000
through 2
11001000 00010111 00011111 11111112

otherwise 3
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:}. Longest prefix matching

Prefix Match Link Interface
11001000 00010111 00010 0
11001000 00010111 00011000 1
11001000 00010111 00011 2

otherwise 3

Examples
DA: 11001000 00010111 00010110 10100001 Which interface?

DA: 11001000 00010111 00011000 10101010 Which interface?
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-}, Chapter 4 outline

= 4.1 Introduction = 4.4 Routing algorithms
= 4.2 What's inside a router * Link state
= 4.3 IP: Internet Protocol » Distance vector
« Datagram format  Hierarchical routing
* |Pv4 addressing = 4.5 Routing in the Internet
* ICMP  RIP
* |[Pv6 « OSPF

« BGP
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5%},\ Router architecture overview

Two key router functio

input port

i

ns.

Run routing algorithms/protocol (RIP, OSPF, BGP)
Forward datagrams from incoming to outgoing link

output port

switching

L
o
input port fabric output port
—F W I ==
A

routing
processor

Communication Networks
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-} Input port functions

lookup,
forwarding

queueing

data link
processing
(protocal,

/'/v decapsulation)

Physical layer:
bit-level reception
Data link layer: Decentralized switching:

e.q., Ethernet = Given d_atagram plest., lookup output port using
forwarding table in input port memory
see chapter 5 _ . . o
» Goal: complete input port processing at ‘line
speed’
= Queuing: if datagrams arrive faster than the
forwarding rate into switch fabric

termination

fabric
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:J._ Three types of switching fabrics

memory

A

>[I —— ¢

B
[ |I>——-t —
C
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:J. Output ports

swieh! | o euing: data link
™ buffer processing line
fabric (protocol S
management y termination
decapsulation)

= Buffering required when datagrams arrive from fabric
faster than the transmission rate

= Scheduling discipline chooses among queued
datagrams for transmission

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services Network layer 14
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-}, Chapter 4 outline

= 4.1 Introduction = 4.4 Routing algorithms
= 4.2 What's inside a router * Link state
= 4.3 IP: Internet Protocol » Distance vector
« Datagram format  Hierarchical routing
* |Pv4 addressing = 4.5 Routing in the Internet
* ICMP  RIP
* |[Pv6 « OSPF

« BGP
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:J.. The Internet network layer

Host ratiter netwaorlk lavvar fiinetinn
, Foutetr He oKk 1rayet 1 CtioO

Transport layer: TCP, UDP

IP protocol
- Addressing conventions

- Datagram format

* Packet handling conventions

Routing protocols
* Path selection

N@TWOI"k - RIP, OSPF, BGP

layer o

Forwarding ICMP protocol
table - Error reporting
* Router "signaling”

Link layer

Physical layer
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-}, Chapter 4 outline

= 4.1 Introduction = 4.4 Routing algorithms
= 4.2 What's inside a router * Link state
= 4.3 IP: Internet Protocol » Distance vector
« Datagram format  Hierarchical routing
* |Pv4 addressing = 4.5 Routing in the Internet
* ICMP  RIP
* |[Pv6 « OSPF

« BGP
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-}, IP datagram format

IP protocol version

number ™. * 32 bits >  total datagram
header length length (bytes)
o (bytes) —[¥erp for
fype” of data =110 it identifier|flgs —fragmentation/
max humber __[¥ime to | upper header reassembly
remaining hops | live //layer' checksu

(decremented at /
each router) - 32 bit source IP address

upper layer pr-o-rocol/ 32 bit destination IP address

to deliver payload to

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services

E.g. fimestamp,

OpTiOHS (lf C(I’IY) record route
how much ov)er'head | data taken, specify
with TCP: (variable length, list of routers
7 20 bytes of TCP typically a TCP to visit
3 20 bytes of IP or UDP segment)
0 =40 bytes + app
layer overhead

Communication Networks

Budapest University of Technology and Economics

Network layer 18



-}, Chapter 4 outline

= 4.1 Introduction = 4.4 Routing algorithms
= 4.2 What's inside a router * Link state
= 4.3 IP: Internet Protocol » Distance vector
« Datagram format  Hierarchical routing
* |Pv4 addressing = 4.5 Routing in the Internet
* ICMP  RIP
* |[Pv6 « OSPF

« BGP
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-}, IP addressing: Introduction

189 03111

—

i

= |P address: 32-bit
) 223.1.2.1~5
AW 203112

Identifier for host,
router interface = 223.1.1.4 223.1.2.9

= |nterface: connection i)
between host/router 223.1.1.3 223.1.3.27
and physical link

* Router’s typically have

Ul

multiple interfaces 223.1.3.1
« Host typically has one ii(;!)
Interface
* |P addresses associated
with each interface 223.1.1.1 = 11011111 00000001 00000001 00000001

223 1 1 1

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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-}, The IPv4 address

= 4 byte length(32 bit)
¢ 232=4-10°= running out!
= Notation

« Binary: 10110000 10010011 00111110 11100001
« ,Dotted decimal™. 176.147.62.225
= Address = Network prefix + unique 1D

Network prefix Unique ID within the network

— A
—~—

32 bit globally unige ID

L © Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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§A IPv4 address classes

= At the beginning: 8 bit prefixen, then they introduced classes (1981)
» Different address ranges for different sized networks

Class Bits of prefixes Number of Number of hotsts within
networks the networks
8 126 16777214
B 16 16382 65534
C 24 2097150 254

= Assignments of IP addresses (IANA: Internet Assigned Numbers
Authority)
= 5 Regional Internet Registry (RIR)
A and B classes typically for
« Countries
» |SP: Internet Service Provider
» Universities

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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ék IPv4 address classes (cont’d)

= A, BandC classes

« For unique addressing (unicast)
= Class D

« multicasting

* Reserved range:
from 224.0.0.0 to 239.255.255.255

= Class E

« Reserved class and range
from 240.0.0.0 to 255.255.255.255

L © Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
Communication Networks
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ék IPv4 address classes (cont’d)

Class A
Class B

C
C
C

ass C
ass D

ass E

01234 18 116 124 31

0| Network ID| Host ID

10| Network ID Host ID

110| Network ID Host ID

1110| Multicast address

11110| Reserved

= (Class identifier prefix
= Disjunct address ranges

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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Problems with the IPv4 address

J)
/N classes

= Several big companies, universities received class A
addresses (16 million addresses)

« Class A too big
« Class B too small
« Lack of flexibility!!!
* The same with SME-s:
= Class C too small
= Class B too big
* Problems with routing aggregation
* The class-based system is not scalable!
= CIDR
= |Pv6

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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§A Subnets

T8 503111

0
~ —

= |P address

{

. ' 223.1.2:1
S_ubnet part (high order 9931 1.9
bits) 2231.1.4  228:1:2:9

« Host part (low order
bits)

223.1.1.3 223.1.3.

= What’s a subnet?

* Device interfaces with
same subnet part of IP
address

« Can physically reach
each other without o
intervening router Network consisting

of 3 subnets

223.1.3.1

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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§k Subnets

223.1.1.0/24 223.1.2.0/24

Recipe

= To determine the subnets,
detach each interface from
its host or router, creating
Islands of isolated networks.
Each isolated network is
called a subnet.

223.1.3.0/24

Subnet mask: /24

L © Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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:%}/\ Subnets

How many subnets

do we have? 223.1.1.1

223.1.1.4

228.1.1.3

Which are they?
223.1.9.2

223.1.9.1 223.1.7.1

223.1.8.1 223.1.8.0

|
223.|1.2.6

223.1.211 -
@ @
— ————

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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:%}/\ IP addressing: CIDR

CIDR: Classless InterDomain Routing
« Subnet portion of address of arbitrary length

 Address format: a.b.c.d/x, where x is # bits in subnet
portion of address

) subnet o host
B part ] part

11001000 00010111 00010000 00000000
200.23.16.0/23

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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:}. IP addresses: How to get one?

Q: How does host get IP address?

= Hard-coded by system admin in a file
« Windows: control-panel->network->configuration->
tcp/ip->properties
* UNIX: /etc/rc.config
= DHCP: Dynamic Host Configuration Protocol:
dynamically get address from a server (more
In next chapter)

* “plug-and-play”

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
Budapest University of Technology and Economics
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-}, IP addresses: How to get one?

Q: How does network get subnet part of IP addr?

A: Gets allocated portion of its provider ISP’s
address space

ISP's block 11001000 00010111 00010000 00000000 200.23.16.0/20

Organization 0 11001000 00010111 00010000 00000000 200.23.16.0/23
Organization1 11001000 00010111 00010010 00000000 200.23.18.0/23
Organization 2 11001000 00010111 00010100 00000000 200.23.20.0/23

Organization 7 11001000 00010111 00011110 00000000 200.23.30.0/23

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services Network layer 32
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élfk Hierarchical addressing: Route aggregation

/

Hierarchical addressing allows efficient
advertisement of routing information

Organization O

200.23.16.0/23

Organization 1 \ sand "
200.23.18.0/23 end me anything

with addresses
Organization 2 T beginning

200.23.20.0/23 . Fly-By-Night-ISP 200.23.16.0/20"

. . \ Internet
Organization7 /

200.23.30.0/23

"Send me anything
—_— ISPs-R-Us with addresses

beginning
/ 199.31.0.0/16"

L © Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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-}, IP addressing: The last word...

Q: How does an ISP get block of addresses?

A: ICANN: Internet Corporation for Assigned

Names and Numbers
« Allocates addresses
« Manages DNS
« Assigns domain names, resolves disputes

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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5%},\ NAT: Network Address Translation

«— restof > local network >

A

Internet (e.g., home network)
10.0.0/24
10.0.0.4 a
f- iL;{;J 10.0.0.2
138.76.29.7 4 =
jii;!) 10.0.0.3
All datagrams leaving local Datagrams with source or

network have same single source  destination in this network
NAT IP address: 138.76.29.7, have 10.0.0/24 address for
different source port numbers  source, destination (as usual)

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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5%},\ NAT: Network Address Translation

= Motivation: local network uses just one IP address as far as
outside world is concerned

* Range of addresses not needed from ISP: just one IP address for
all devices

« Can change addresses of devices in local network without notifying
outside world

« Can change ISP without changing addresses of devices in local
network

* Devices inside local net not explicitly addressable, visible by outside
world (a security plus)

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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3%},\ NAT: Network Address Translation

Implementation: NAT router must

« Qutgoing datagrams: replace (source IP address, port #) of every
outgoing datagram to (NAT IP address, new port #)

. . . remote clients/servers will respond using (NAT IP address,
new port #) as destination addr.

« Remember (in NAT translation table) every (source IP address, port
#) to (NAT IP address, new port #) translation pair

* Incoming datagrams: replace (NAT IP address, new port #) in dest
fields of every incoming datagram with corresponding (source IP
address, port #) stored in NAT table

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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-}, Chapter 4 outline

= 4.1 Introduction = 4.4 Routing algorithms
= 4.2 What's inside a router  Link state
= 4.3 IP: Internet Protocol  Distance vector
« Datagram format  Hierarchical routing
* |Pv4 addressing = 4.5 Routing in the Internet
* ICMP  RIP
* |[Pv6  OSPF

« BGP
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5%}& ICMP: Internet Control Message Protocol

» Used by hosts & routers to

communicate network- Type Code description
level information 0 0 echoreply (ping)
_ 3 0 dest. network unreachable
« Error reporting: unreachable 3 1 dest host unreachable
host, network, port, protocol 3 2 dest protocol unreachable
 Echo request/reply (used by 3 3 dest port unreachable
ping) 3 6  dest network unknown
. , 3 7 dest host unknown
" Network layer "above” IP 4 0 source quench (congestion
« ICMP msgs carried in IP control - not used)
datagrams 8 0 echo requegt (ping)
9 0 route advertisement
= |[CMP message: type, code 1g 0  router discovery
plus first 8 bytes of IP 11 0  TTLexpired
12 0 bad IP header

datagram causing error

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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:}. Traceroute and ICMP

= Source sends series of * When ICMP message
UDP segments to dest arrives, source calculates
« Firsthas TTL =1 RTT
* Second has TTL=2, efc. = Traceroute does this 3
* Unlikely port number times

= When n'" datagram arrives  Stopping criterion
to n' router
* Router discards datagram

 And sends to source an
ICMP message (type 11,

= UDP segment eventually
arrives at destination host

= Destination returns ICMP

code 0) “host unreachable” packet
. Message includes name of (type 3, code 3)
router & IP address » When source gets this

ICMP, stops

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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-}, Chapter 4 outline

= 4.1 Introduction = 4.5 Routing algorithms
= 4.2 Virtual circuit and * Link state
datagram networks « Distance vector
= 4.3 What’s inside a router  Hierarchical routing
= 4.4 |P: Internet Protocol = 4.6 Routing in the Internet
« Datagram format ¢ RIP
 |Pv4 addressing « OSPF
« ICMP « BGP

e |[PV6
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-} IPv6

= [nitial motivation: 32-bit address space soon to
be completely allocated

= Additional motivation
« Header format helps speed processing/forwarding
« Header changes to facilitate QoS
IPv6 datagram format
 Fixed-length 40 byte header
* No fragmentation allowed

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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-}, Chapter 4 outline

= 4.1 Introduction = 4.5 Routing algorithms
= 4.2 Virtual circuit and * Link state
datagram networks « Distance vector
= 4.3 What’s inside a router  Hierarchical routing
= 4.4 |P: Internet Protocol = 4.6 Routing in the Internet
« Datagram format ¢ RIP
 |Pv4 addressing « OSPF
« ICMP « BGP

e |[PV6
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:E'j}/\ Interplay between routing and forwarding

routing algorithm

local forwarding table
header value |output link

0100 | 3
0101 | 2
0111 | 2
1001 | 1

value in arriving

packet’s header;

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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-}, Graph abstraction

Graph: G = (N,E)
N =setofrouters={u,v,w, X,y z}

E = set of links ={ (u,v), (u,x), (v,x), (v,w), (X,w), (X,y), (W,y), (w,2), (y,2) }

Remark: Graph abstraction is useful in other network contexts

Example: P2P, where N is set of peers and E is set of TCP connections

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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-]\ Graph abstraction: Costs

* ¢(x,x') = cost of link (x,x)
-eg.,cw,z)=5

- cost could always be 1, or
inversely related to bandwidth,
or inversely related to
congestion

Cost of path (xi, X5, X3,..., Xp) = €(X1,X5) + €(X2,X3) + ... + €(X,.1,X,)

Question: What's the least-cost path between uand z ?

Routing algorithm: Algorithm that finds least-cost path

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
Budapest University of Technology and Economics
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Communication Networks

Z%?A Routing algorithm classification

Global or decentralized

Information?

Global:

= All routers have complete
topology, link cost info

= “Link state” algorithms

Decentralized:

= Router knows physically-
connected neighbors, link costs
to neighbors

= [terative process of computation,
exchange of info with neighbors

= “Distance vector” algorithms

Budapest University of Technology and Economics

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services

Static or dynamic?

Static:
= Routes change slowly over time
Dynamic:
= Routes change more quickly
» Periodic update

* Inresponse to link cost
changes
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-}, Chapter 4 outline

= 4.1 Introduction = 4.5 Routing algorithms
= 4.2 Virtual circuit and  Link state
datagram networks « Distance vector
= 4.3 What’s inside a router  Hierarchical routing
= 4.4 |P: Internet Protocol = 4.6 Routing in the Internet
« Datagram format ¢ RIP
 |Pv4 addressing « OSPF
« ICMP « BGP

e |[PV6
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-} Alink state routing algorithm

Dijkstra’s algorithm

Communication Networks

Net topology, link costs known
to all nodes

« accomplished via “link state
broadcast”

* all nodes have same info
Computes least cost paths from

one node (‘source’) to all other
nodes

» gives forwarding table for that
node

lterative: after k iterations, know
least cost path to k dest’s

Notation

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
Budapest University of Technology and Economics

c(x,y): link cost from node x to y; =
« if not direct neighbors

D(Vv): current value of cost of path
from source to dest. v

p(v): predecessor node along path
from source to v

N': set of nodes whose least cost
path definitively known
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-}, Dijkstra’s algorithm

c(x,y): link cost from node x to y; = « if not direct
neighbors

D(v): current value of cost of path from source to dest.

p(v): predecessor node along path from source to v
N': set of nodes whose least cost path definitively

1 Initialization .

2 N'={u} o

3 for all nodes v oNset

4  if vadjacenttou

5 then D(v) = c(u,v)

6 elseD(v)=«

7

8 Loop

9 find w not in N' such that D(w) is a minimum

10 addwto N'

11 update D(v) for all v adjacent to w and not in N
12 D(v) = min( D(v), D(w) + c(w,V) )

13 /* new cost to v is either old cost to v or known

14
bS

shortest path cost to w plus cost from w to v */

until all nodes in N'

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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-}, Dijkstra’s algorithm: Example

Step N' _ D(v).p(v) D(w),p(w) D(x).p(x) D(y),p(y) D(z),p(z)
u 2.U 5u  1u o oo

0

1 ux «— 2,U 4,X 2 X o
2 Uxy«—— 2,0 3,y 4y
3 UXyv < 3,y 4.y
A
5

UXYVW <« 4y

c(x,y): link cost from node x to y; = « if not direct
neighbors

D(v): current value of cost of path from source to dest.
Y

p(v): predecessor node along path from source to v

N': set of nodes whose least cost path definitively
known

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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Z%}/\ Dijkstra’s algorithm: Example (2)

Resulting shortest-path tree from u:

e,

Resulting forwarding table in u:

Destination | Link
(uyv)
(u,x)

(u,x)
(u,x)

(u,x)

N S < X <

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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-}, Chapter 4 outline

= 4.1 Introduction = 4.5 Routing algorithms
= 4.2 Virtual circuit and * Link state
datagram networks « Distance vector
= 4.3 What’s inside a router  Hierarchical routing
= 4.4 |P: Internet Protocol = 4.6 Routing in the Internet
« Datagram format ¢ RIP
 |Pv4 addressing « OSPF
« ICMP « BGP

e |[PV6
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ZESIA Distance vector algorithm

Bellman-Ford Equation (dynamic programming)

Define
d,(y) := cost of least-cost path from x to y

. c(x,y): link cost from node x to y; = « if not direct
Then neighbors
. D(v): current value of cost of path from source to dest.
%

p(v): predecessor node along path from source to v

dx(y) = m\i/n {C(X,V) + dv(y) } . Elr']:os\;\tlartl of nodes whose least cost path definitively

where min is taken over all neighbors v of x

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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-}, Bellman-Ford example

Clearly, d,(z) = 5, d,(z) = 3, d, () = 3

B-F equation says:

d,(z) = min { c(u,v) + d (2),
c(u,x) + d,(2),
c(uw) +d,(2) }

= min {2 + 5,
1+ 3,
5+3} =4

Node that achieves minimum is next
hop in shortest path = forwarding table

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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-}, Chapter 4 outline

= 4.1 Introduction = 4.5 Routing algorithms
= 4.2 Virtual circuit and * Link state
datagram networks « Distance vector
= 4.3 What’s inside a router  Hierarchical routing
= 4.4 |P: Internet Protocol = 4.6 Routing in the Internet
« Datagram format e RIP
 |IPv4 addressing « OSPF
* ICMP « BGP

e |PVv6
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-} Hierarchical routing

Our routing study thus far - idealization
3 all routers identical

3 network “flat”

.. hot true in practice

Scale: with 200 million Administrative autonomy
destinations = Internet = network of networks

= (Can't store all dest’s in routing = Each network admin may want
tables! to control routing in its own

» Routing table exchange would network
swamp links!

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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-} Hierarchical routing

= Aggregate routers into Gateway router
reg|ons,,:‘autonomous = Direct link to router in
systems” (AS) another AS

= Routers in same AS run
same routing protocol

* “Intra-AS” routing
protocol

 Routers in different AS
can run different intra-AS
routing protocol

L © Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
Communication Networks
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:%}/\ Interconnected ASes

a5

AS3
AS2
AS1 _ _
* Forwarding table is
configured by both
Intra- and inter-AS
Intra-AS Inter-AS ) )
routin routin
routing routng routing algorithm
\\ * |ntra-AS sets entries for
internal dests
* [nter-AS & Intra-AS sets

entries for external dests

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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-}, Chapter 4 outline

= 4.1 Introduction = 4.5 Routing algorithms
= 4.2 Virtual circuit and * Link state
datagram networks « Distance vector
= 4.3 What’s inside a router  Hierarchical routing
= 4.4 |P: Internet Protocol = 4.6 Routing in the Internet
« Datagram format e RIP
 |IPv4 addressing « OSPF
* ICMP « BGP

e |PVv6
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32-3},\ Intra-AS routing

= Also known as Interior Gateway Protocols (IGP)
= Most common Intra-AS routing protocols

« RIP: Routing Information Protocol

 OSPF: Open Shortest Path First

* IGRP: Interior Gateway Routing Protocol (Cisco proprietary)

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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= 4.1 Introduction = 4.5 Routing algorithms
= 4.2 Virtual circuit and * Link state
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= 4.4 |P: Internet Protocol = 4.6 Routing in the Internet
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 |Pv4 addressing « OSPF
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3%},\ RIP — Routing Information Protocol

= Distance vector algorithm
* Included in BSD-UNIX Distribution in 1982
= Distance metric: # of hops (max = 15 hops)

From router A to subsets:

destination hops
1

2
2
3
3
2

N X s < C

L © Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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323},\ RIP advertisements

= Distance vectors

« Exchanged among neighbors every 30 sec via
Response Message (also called advertisement)

= Each advertisement
 List of up to 25 destination nets within AS

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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= 4.1 Introduction = 4.5 Routing algorithms
= 4.2 Virtual circuit and * Link state
datagram networks « Distance vector
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= 4.4 |P: Internet Protocol = 4.6 Routing in the Internet
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-}, OSPF - Open Shortest Path First

= “Open”: publicly available
» Uses Link State algorithm
* LS packet dissemination
« Topology map at each node
* Route computation using Dijkstra’s algorithm

= OSPF advertisement carries one entry per neighbor
router

» Advertisements disseminated to entire AS (via flooding)

« Carried in OSPF messages directly over IP (rather than TCP or
UDP)

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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= A OSPF “advanced” features (not in RIP)

= Security: all OSPF messages authenticated (to prevent
malicious intrusion)

= Multiple same-cost paths allowed (only one path in RIP)

» For each link, multiple cost metrics for different TOS
(e.qg., satellite link cost set “low” for best effort; high for
real time)

» [ntegrated uni- and multicast support

* Multicast OSPF (MOSPF) uses same topology data base as
OSPF

= Hierarchical OSPF in large domains

© Laszlo6 Bokor, Karoly Farkas, Department of Networked Systems and Services
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:%//x Hierarchical OSPF

boundary router

= Two-level hierarchy: local area, - T
backbone = Y
« Link-state advertisements only in /:;J\B"Ckb"%_\
the area }/_\/“/ border - o 7‘9 |
- Each nodes has detailed area e L
topology; only know direction )"K,v & / =
(shortest path) to nets in other S = i <o
areas ‘ ] \\-’/ Q’/ Area 3
Areo
= Area border routers Avea 2

e« “Summarize” distances to nets in
own area, advertise to other Area
Border routers

= Backbone routers

* Run OSPF routing limited to
backbone

= Boundary routers
« Connect to other AS’s
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-}, Chapter 4 outline

= 4.1 Introduction = 4.5 Routing algorithms
= 4.2 Virtual circuit and * Link state
datagram networks « Distance vector
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§A Internet inter-AS routing: BGP

= BGP (Border Gateway Protocol): the de facto
standard
= BGP provides each AS a means to

1. Obtain subnet reachability information from neighboring
ASes

2. Propagate reachability information to all AS-internal
routers

3. Determine “good” routes to subnets based on
reachabllity information and policy

= Allows subnet to advertise its existence to rest of
Internet: “/ am here”
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:}. Chapter 4: Summary

= 4.1 Introduction = 4.5 Routing algorithms
= 4.2 Virtual circuit and  Link state
datagram networks « Distance vector
= 4.3 What’s inside a router  Hierarchical routing
= 4.4 |P: Internet Protocol = 4.6 Routing in the Internet
« Datagram format ¢ RIP
* |IPv4 addressing e OSPF
* ICMP « BGP
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